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Abstract

P300-based GKT (guilty knowledge test) has been suggested as an alternative approach for conventional polygraphy. The purpose of this study
is to evaluate three classifying methods for this approach and compare their performances in a lab analogue. Several subjects went through the
designed GKT paradigm and their respective brain signals were recorded. For the analysis of signals, BAD (bootstrapped amplitude difference)
and BCD (bootstrapped correlation difference) methods as two predefined methods alongside a new approach consisting of wavelet features and a
statistical classifier were implemented. The rates of correct detection in guilty and innocent subjects were 74–80%. The results indicate the
potential of P300-based GKT for detecting concealed information, although further research is required to increase its accuracy and precision and
evaluating its vulnerability to countermeasures.
© 2006 Elsevier B.V. All rights reserved.
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1. Introduction

In recent years, various approaches to psychophysiological
detection of deception have been developed (National Research
Council [NRC], 2002). The polygraphic tests are the most
traditional methods for this approach. Most commonly used
physiological measures in polygraph systems are respiration,
cardiovascular measures and electrodermal response (EDR).
These measures are derived principally from structures inner-
vated by the autonomic nervous system. Emotional effects of
deception are presumed to be reflected in such autonomic mea-
sures. A polygraph system records these measures during a spe-
cified test in which the examiner asks some questions of the
subject. By analyzing these physiological signs during relevant
and irrelevant questions, the polygraph examiner can detect guilt
or innocence. Hence the polygraph and other measure of auto-
nomic activity reflect the peripheral manifestations of very com-
plex cognitive and affective operations that occur when people
give deceptive or nondeceptive answers to questions.
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By their very nature, polygraph measurements provide an
extremely limited and indirect view of complex underlying brain
processes. A researchable hypothesis is that by looking at brain
function more directly, it might be possible to understand and
ultimately detect deception. There are mainly two techniques for
studying on brain functions: (1) functional brain imaging and (2)
recording of brain potentials. In the former, imagingmethods such
as positron emission tomography (PET) or functional magnetic
resonance imaging (fMRI) are used to measure local brain ac-
tivity. The latter technique measures event-related changes in the
EEG that are known as event-related potentials (ERP). The main
advantage of the imaging methods is their good spatial resolution
and their main disadvantage is their low time resolution. On the
other hand, ERPs have better time resolution and lower spatial
resolution. Besides that, functional imaging methods are more
expensive and time consuming than ERP recording.

Both of the techniques described above have been used as
means for lie detection. There are few recent studies that use fMRI
to identify association between deception and specific brain
activity (Ganis et al., 2003; Kozel et al., 2004a,b; Langleben et al.,
2005; Lee et al., 2002; Nunez et al., 2005; Phan et al., 2005).
These investigations seek to identify signatures of deception
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in brain processes. In spite of some good results, which were
reported from these studies, the number of subjects studied is not
sufficient enough and they also have some limitation as a sound
method for detection of deception (NRC, 2002). In contrast to
fMRI approaches to lie detection, ERP-based methods have
been more widely studied and have achieved more satisfying
results (Rosenfeld, 2002; Farwell and Donchin, 1991; Allen et
al., 1992).

ERPs are recorded from the central nervous system and are
considered to be affected by the recognition of important events,
which is more cognitively determined activity than autonomic
responses. An endogenous ERP, which has been extensively
studied, is the P300 (P3) wave. It is seen in response to rare,
meaningful stimuli often called “oddball” stimuli (Polich, 2000).
For example, if a subject is viewing a Bernoulli (random) series of
names, one every three seconds, and occasionally, one of these is
the subject's name, a P3 wave is evoked in response to this rarely
presented, recognized, meaningful (autobiographical) stimulus.
P3 is a positive-going wave with a scalp amplitude distribution in
which it is largest parietally (at Pz) and smallest frontally (Fz),
taking intermediate values centrally (Cz). (Fz, Cz, and Pz are scalp
sites along the midline of the head.) Its peak has a typical latency
of 300–1000ms from stimulus onset. The size or amplitude of P3
at a given recording site is inversely proportional to the rareness of
presentation; in practice, probabilities <0.3 are typically used.
The meaningfulness of the stimulus is also extremely influential
in determining P3 size.

The P300-based GKT is a “guilty knowledge test (GKT)”
which utilizes P300 amplitude as an index of actual recognition
of concealed information. GKT is a method of polygraph
interrogation that facilitates psychophysiological detection of
prior knowledge of crime details that would be known only by
the suspect involved in the crime, and of course by authorities,
police, etc. (Matte, 1996). The GKT rests upon the assumption
that familiar items will elicit different responses when presented
in the context of a large number of homogeneous unfamiliar
items. This method is based on extensive research and theory on
orienting response (ORs) and habituation processes in humans.
OR is a complex of physiological and behavioral reaction
evoked by any novel stimulus or by any change in stimulation
(Ben-Shakhar and Elaad, 2002).

In P300-based GKT, there are typically three kinds of stimuli
presented to subjects:

1) Probes (P), which are related to concealed information and
are known only to the guilty person and authorities. In fact,
the guilty subject is expected to know these stimuli, but the
innocent one is not.

2) Irrelevants (I), which are items unrelated to the criminal acts
and thus unrecognized by all subjects (guilty or innocent).

3) Targets (T), which are usually irrelevant items, but all
subjects are asked to do a task (for example, pressing a
button or count increasing) whenever they see the T, but not
when they see a P or an I.

The number of irrelevant stimuli is many times greater than the
numbers of the other two types; and therefore probes and targets
are rare stimuli. The T stimuli force the subject to pay attention to
items, because failure in responding to these stimuli suggests that
the subject is not cooperating. Also, the T stimuli are rare and task
relevant and thus evoke a P300 component that has been used in
subsequent analysis of the probes as a typical P300 of the subject
(Farwell andDonchin, 1991), although this assumption that the T-
P300 is a classical rendition of standard P300 has been shown to
be sometimes wrong (Rosenfeld et al., 2004).

The basic assumption in the P300-based GKT is that the
probes are recognized only by guilty subjects. Thus they are rare
and meaningful stimuli for guilty subjects and evoke a P300
component in their brain potentials. But the innocent subjects
cannot differentiate the probes and irrelevants, therefore only
small or no P300 will be produced in their brain recordings.

There are conventionally two approaches in the analysis of
signals and detection of deception in P300-based GKT. In the
first – used by Rosenfeld and his coworkers – the amplitude of
P300 response in P and I items are compared (Rosenfeld et al.,
2004). In guilty subjects, one expects P> I while in innocents P
is another I and so no P− I difference is expected. Based on this
theory, the BAD method (bootstrapped amplitude difference)
was introduced which will be described in the following section.

The second approach, introduced by Farwell and Donchin
(1991), is based on the expectation that in a guilty person, the P
and T stimuli should evoke similar P300 responses, whereas in
an innocent subject, P responses will look more like I responses.
Thus, in this method we called here bootstrapped correlation
difference (BCD), the cross correlation of P and Twaveforms is
compared with that of P and I. In guilty subjects, the P–T
correlation is expected to exceed the P–I correlation and the
opposite is expected in innocents.

Despite introduction of P300-based lie detectors in 1985–
1990 by some research groups, its efficacy is yet controversial.
There are different results reported from independent laborato-
ries on the accuracy of this method. Farwell and Donchin
reported a detection rate of 87.5% using BCD method (Farwell
and Donchin, 1991). But in recent years, Farwell claims that his
updated method – named BrainFingerPrinting – has reached to
a detection rate of 100% (see www.brainwavescience.com),
although these results have not been published in any peer-
reviewed paper and are highly controversial (Rosenfeld, 2005).
Rosenfeld lab has reported a typically 80–95% detection rate
using BAD and BCD methods and found the former to be more
accurate (Rosenfeld et al., 2004). Allen and his coworkers had
reported 90% and above hit rate in detection concealed thought
over-learned information (Allen et al., 1992). But in their recent
paper, they report poor detection (27–47%) of mock crime
details (Mertens et al., 2003). Apart from these lab analogues,
there has been only one independent field study of P300-based
lie detection, which has reported only 48% detection of guilty
subjects (Miyake et al., 1993).

The purpose of the present study was to examine the P300-
based GKT in a lab analogue and also to compare three different
classifiers for this approach. Similar to all lie detection systems,
this method included a paradigm for conducting the test and
recording brain signals and also a method for analyzing the
records to detect the guilty/innocent subjects. Our scenario in
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the test was a mock crime (stealing a jewel), which was similar
to paradigms used in other studies on GKT. In the analysis of the
signal, BAD and BCD methods – with some modifications –
were implemented. In addition to these methods, a new ap-
proach based on some wavelet features and a statistic classifier
was designed and applied on the data. The results of these
methods will be reported and compared.

2. Methods of ERP assessment

2.1. Bootstrapped amplitude difference (BAD)

In the BAD method, we want to determine whether the
amplitude of the P300 evoked by P stimuli, are significantly
greater than that evoked by irrelevants within an individual or
not? Answering this statistical question requires knowing the
distributions of average P300 waves for each set or at least
enough samples of the averages. However for each subject, one
has available only one average P300 from each set of stimuli
(Ts, Ps, and Is). The statistical technique of bootstrapping
(Wasserman and Bockenholt, 1989) provides a solution to this
problem. The bootstrap variation used here is as follows: a
computer program goes through the probe set (all single
sweeps) and selects at random, with replacement, a set of N1

single sweeps. It averages these waveforms and calculates P300
amplitude from this average as described later. Similarly a set of
N2 single sweeps is selected from the irrelevant set and the
average P300 amplitude is calculated from them. The numbers
N1 and N2 are the actual number of accepted probe sweeps and
irrelevant sweeps for that subject, respectively. The calculated
irrelevant mean P300 is subtracted from the comparable probe
value, and one thus obtains a difference value between P and
I (D1=P− I). Then a set of N3 single sweeps is selected sim-
ilarly from the target set and an average P300 amplitude is
calculated for this >set. Next a difference value between P and
T (D2=T−P) is calculated. In the present study, the main BAD
parameter used for decision about guilt/innocence of subject is
D=D1−D2. 100 iterations of this algorithm will yield 100
values for the D parameter. The number of D-values in which
D>0 is then counted (ND_0). The larger this number (ND_0)
is, the more different P is from I and the more similar is to T and
thus the subject is more likely to be guilty. One can use a
threshold (Nth) on ND_0 and make a decision on the guilt of the
subject if ND_0>Nth. It must be noted that, the greater Nth is, the
more certain the guilty decisions will be; however, some really
guilty subjects – with poor P300 in their P stimuli –may be un-
detected and appear to be innocent.

2.2. Bootstrapped correlation difference (BCD)

BCD answers this question: “Are the cross correlation coef-
ficients between ERP responses to probe and target stimuli
significantly greater than the corresponding cross correlation of
responses to probe and irrelevant stimuli?” if so, the subject is
found to be guilty. To answer this question, for each subject, the
program first averages all single sweeps of P, T and I stimuli, and
determines the within-subject ERP average over all stimuli. This
overall average is saved in a vector called M. Then by the
bootstrapping method, one value for the average of each stimulus
type is obtained. M is subtracted from each P, T and I average
values. This enlarges the difference between the waveforms. The
cross correlation coefficients of the P and T (r(P,T)) and of the P
and I (r(P,I)) are now computed. The difference between these
two r-values (D=r(P,T)−r(P,I)) is computed next. The D is a
scale for the existence or absence of P300 in the probe stimuli. The
above process is iterated 100 times yielding 100 values for D
parameter. Using the method of Farwell and Donchin (1991), the
number of D-values in which D>0 is counted (ND_0). If this
number is greater than a predefined threshold (Nth), a guilty
decisionwill bemade. Similar to the BADmethod, the greaterNth

is, the more accurate the guilty decision will be, but the efficiency
of the method in detection of all guilties is lost.

2.3. Wavelet classifier method

The new approach considered in this study, is a pattern
recognition method based on wavelet features and a statistical
classifier. In such methods, first some suitable features are
extracted from the raw data. These selected features will be
those, which contain suitable information about the inspected
phenomena.

Typically, ERP analysis is performed in the time domain,
whereby the amplitudes and latencies of prominent peaks in the
averaged potentials are measured and correlated to information
processing mechanisms. This Conventional approach has two
major drawbacks: (i) ERPs are time-varying signals reflecting
the sum of underlying neural events during stimulus processing
operating on different time scales ranging from milliseconds to
seconds. Various procedures have been employed to separate
functionally meaningful events that partly or completely over-
lap in time, however, the reliable identification of these compo-
nents in ERP waveform still remains as a problem. (ii) Analysis
in the frequency domain has revealed that EEG/ERP frequency
components in different frequency ranges (delta, theta, alpha,
beta, gamma) are functionally related to information processing
and behavior (Basar et al., 2001a,b; Herrmann and Knight,
2001; Basar and Schurmann, 2001). However, the Fourier
transform (FT) of ERP lacks the information about the time
localization of transient neural events. Therefore, efficient al-
gorithms for analyzing a signal in a time–frequency plane are
extremely important in extraction and analysis of these func-
tional components.

The wavelet transform is one such algorithm, which can be
used to represent the EEG/ERP signal in both time and fre-
quency (Akay, 1997; Mallat, 1999; Unser and Aldroubi, 1996;
Yordanova et al., 2002). The wavelet representations provide
precise measurements of when and to what degree transient
events occur in a neuroelectric waveform and of when and how
the frequency content of a neuroelectric waveform changes
over time (Samar et al., 1999). This is achieved by using
families of functions (wavelets) that are generated from a single
function (basic wavelet, which can be a smooth and quickly
vanishing oscillation) by operations of scaling (stretching or
shrinking the basic wavelet) and translation (moving the basic
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wavelet to different time positions at any scale without
changing its shape).

In this way, as shown in Fig. 1 and described in Samar et al.
(1999), the WT performs a time-frequency decomposition of the
signal, i.e. at each resolution level (corresponding roughly to a
given frequency band) and each time interval, the wavelet
function is correlated with the shape of the neuroelectric wave-
form at that position. This correlation, known as a wavelet
coefficient, measures how much of the wavelet at that resolution
level and position is included in the neuroelectric waveform. This
process produces a sequence of wavelet coefficients at each level.
The sequences from different levels of decomposition can be
arranged in a hierarchical scheme called multi-resolution decom-
position (Mallat, 1999). Signals corresponding to different levels
can be reconstructed by applying an inverse transform. The main
algorithms and equations for the calculation of wavelet coef-
ficients are explained in Appendix A.

In summary, the wavelet transform gives a time-frequency
representation of a signal that has three main advantages over
previous methods: (a) retaining both time and frequency infor-
mation, (b) optimal resolution even in the time and frequency
domains, (c) does not require the signal to be stationarity.

In the present study, a multi-resolution decomposition
(Mallat, 1999) was performed by applying a decimated discrete
WT. In the discrete WT, the parameters of scaling and trans-
lation have discrete values, which can also be taken at lo-
garithmic (dyadic) scales. Quadratic B-Spline functions were
used here as mother wavelets due to their similarity with the
evoked response. This function had been used in similar studies,
Fig. 1. Wavelet decomposition of a single trial ERP: (a) the wavelet coefficients in
reconstructed signal in these bands.
and its efficiency for ERP decomposition and detection has
been reported (Quiroga, 2000; Ademoglu et al., 1997; Quiroga
et al., 2001; Abootalebi et al., 2004). The filter coefficients
associated with quadratic B-Splines are shown in Table 1. The
first column corresponds to the high-pass filter G used to obtain
the details and second column the ones of low-pass filter H used
to obtain the successive approximations. The third and fourth
columns are the inverse filter coefficients used for reconstruct-
ing the signal.

Extracted wavelet coefficients can be used as features of
single trial ERPs. These features has more information than
simple features such as amplitude, latency and correlation
which are used in BAD and BCD analysis and also more
information than frequency features which are derived from
spectral analysis.

After the feature extraction step, a statistical classifier can be
used for the separation of ERPs from Guilty subjects and those
from innocents. In the present study, linear discriminant ana-
lysis was used for classification (Fukunaga, 1990). This proce-
dure generates a discriminant function based on linear
combinations of the features that provide the best discrimination
between two different groups (guilties and innocents). The
functions are generated based on some cases for which group
membership is known (the train set); the functions can then be
applied to new cases with known features but unknown group
membership (the test set). In this method a normal density
distribution is fitted to each group, with group means and
pooled covariance estimated from the training set. Hence, any
other subject who does not pertain to the training set can be
the A (0.3–4 Hz), B (4–8 Hz), C (8–16 Hz) and D (16–30 Hz) bands; (b) the



Table 1
Filter coefficients corresponding to quadratic B-Spline wavelets

k G (k) H (k) G′ (k) H′ (k)

−10 0.0016 −0.0039
−9 0.0191 −0.0342
−8 −0.0050 0.0342
−7 −0.0444 0.0793
−6 0.0117 −0.0210
−5 0.1033 −0.1840
−4 −0.0259 0.0498 −0.0021
−3 −0.2437 0.4239 0.0604
−2 0.0340 −0.1403 −0.3063 0.25
−1 0.6552 −0.9004 0.6312 0.75
0 0.6552 0.9004 −0.6312 0.75
1 0.0340 0.1403 0.3063 0.25
2 −0.2437 −0.4239 0.0604
3 −0.0259 −0.0498 0.0021
4 0.1033 0.1841
5 0.0117 0.0210
6 −0.0444 −0.0793
7 −0.0050 −0.0090
8 0.0191 0.0342
9 0.0016 0.0039

G and H are the high-pass and low-pass filters, respectively. H′ and G′ are the
inverse filters used for the reconstruction [23].
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evaluated based on the distribution with higher density at the
corresponding point in feature space.

3. Methods

3.1. Subjects

Sixty-two subjects (59 male, 3 female) participated in the
study. They were generally undergraduate or postgraduate stu-
dents and all had normal or corrected vision.

3.2. Data acquisition

The electroencephalogram (EEG)was recorded usingAg/AgCl
electrodes placed at the Fz (Frontal), Cz (Central) and Pz (Parietal)
sites (10–20 international system). All sites were referenced to
linked mastoids. Only the results from Pz will be reported here.
Electrooculogram (EOG) was recorded from sub- and supraorbital
electrodes (above and below the right eye). The subjects were
grounded at the forehead. Brain electrical activities were amplified
and digitized at a rate of 256 samples per second. Digitized data
were subsequently analyzed offline using MATLAB software.
Prior to data analysis, all data were digitally filtered in the 0.3–
30 Hz range. This is the frequency range which is used typically in
P300-based GKT studies (Rosenfeld et al., 2004).

3.3. Procedure

All subjects were trained and then performed a mock crime
scenario. After a training phase about the protocol, a box –
containing a jewel – was given to the subject. The examiner left
the room and permitted the subject to perform his role in the
scenario. In this step the subject could choose and implement one
of two possible roles (Guilty/Innocent). The guilty subject opened
the box, saw the jewel precisely and imagined that he/she has
stolen the jewel. The subject was asked to memorize the jewel
details, so he/she can act as the actual robber. For reassurance, the
subject was asked to write the detail of the object on a piece of
paper and deliver it after the test. The innocent subject has never
opened the box and thus has no information about the object. This
protocol is a single-probe protocol similar to the protocols which
were usually used by Rosenfeld et al. (2004).

Then the examiner returned to the room and executed the
P300-based GKT for the knowledge of the scenario. After the
attachment of electrodes and starting the recording, stimuli
consisting of single pictures of five pieces of jewelry, were
presented randomly and successively on a monitor to the
subject. Each item remained 1.1 s on the screen, of which 1 s
were used for processing. The inter-stimulus interval was 2 s.
During the test, pictures of five items (for example: ring,
wristwatch, necklace, earring and hairpin) were randomly
presented one at a time (each with 30 iterations). These objects
contained one target, one probe and three irrelevants. The probe
was the object in the box. The target was another object, which
had been previously presented to the subject in the training
phase at the start of the protocol.

One push button was given to each hand of the subject, right
click as “YES” and left click as “NO”. The subjects were asked
to reply to the items by pressing one of the two buttons; “YES”
for familiar items and “NO” for unknowns. This task had
already been practiced during training phase. The subjects also
were instructed to try to hide their information about the probe
item in the guilty condition and to behave mentally as innocent.
Any covert action was permitted, providing that it did not
disarrange the totality of the test and was not observable to the
examiner either by visual inspection of the subject or from the
recorded signal. Hence, actions such as voluntary blinking or
body movement detected by the examiner were not permitted.
Indeed, all subjects were supposed to press “YES” for targets
and “NO” for probes and irrelevants. Thus, guilties and
innocents, both replied honestly to targets and irrelevants; but
for probes, the guilty subjects replied falsely while the innocents
answered honestly. Subjects with more than 10% error in
correct clicking for all stimuli were removed from analysis.

Each subject participated in two experiments in which the
boxes and all displayed jewelswere different. The jewel in the box
was a gold coin in the first experiment and a hairpin in the second
experiment. Subjects were instructed to select a guilty role in one
experiment and an innocent role in the other, by their choice.
Signals from these two experiments were analyzed independently.
Therefore with 62 subjects, a total number of 124 tests were
performed. 32 subjects chose the innocent role and 30 subjects
chose the guilty role in their first experiment. A few test results
were removed due to misdoing of protocol or inappropriately
recorded signals. Finally, 59 guilty cases and 51 innocent cases
were chosen to be used in the following investigations.

3.4. Data analysis

After the filtering of signals, each continuous record was
separated to single sweeps according to the known times of



Fig. 2. Superimposed grand averaged P, T and I responses in guilty group.
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stimulus presentation. EOG data were checked for blink artifact
by visual inspection and sweeps with blink artifacts were
removed. Then BAD, BCD and wavelet analyses were applied
on the signals and the detection rates of them were assessed.

3.4.1. BAD analysis
In BAD, P300 amplitude was measured by the Peak–Peak

(P–P) method. The algorithm searches within a window from
400 to 900 ms after-stimulus for the maximally positive
segment average of 100 ms. The midpoint of the maximum
positivity defines P300 latency. Then the algorithm searches
from P300 latency to the end of sweep for the maximum 100 ms
negativity. The difference between the maximum positivity and
negativity defines the P–P measure. In some researches the
Baseline–Peak (B–P) amplitude of P300 has been used, but it is
repeatedly shown that using the BAD method, P–P is better
index than B–P for diagnosis of guilt vs. innocence in detection
of deception (Soskins et al., 2001).

3.4.2. BCD analysis
In BCD, before computing the cross correlation coefficients,

a time window was applied on single sweeps between 300 and
900 ms after-stimulus, and the correlation of sweeps were only
noticed in this time limits, because we expected that the P300
appeared only in this region. In this study, only the correlation
coefficient at lag=0 was considered.

3.4.3. Wavelet analysis

3.4.3.1. Signal decomposition. The data were decomposed
into five-octaves using the wavelet transform. Six sets of
coefficients (including residual scale) within the following
frequency bands were obtained; 0–4 Hz, 4–8 Hz, 8–16 Hz,
16–32Hz, 32–64Hz and 64–128 Hz. The coefficients in each set
are concernedwith sequential time bands between 0 and 1000ms.
Because of previous filtering of the signal, coefficients within 30–
128 Hz and 0–0.3 Hz ranges had not any useful information. But
other coefficients represent the signal information in four
frequency bands: A, 0.3–4 Hz; B, 4–8 Hz; C, 8–16 Hz; and D,
16–30 Hz. Fig. 1 shows the decomposition and reconstruction of
a single trial ERP into five octaves, using the quadratic B-Spline
wavelet. As shown in Fig. 1(a), each octave contained the number
of coefficients necessary to provide the relevant time resolution
for that frequency range. The interpolation of coefficients by
quadratic spline functions was used to reconstruct the analyzed
signal within the particular band in Fig 1(b). In the present study,
8 coefficients of band A, 8 coefficients of band B and 16
coefficients of band C were obtained for the post-stimulus epoch.
The wavelet coefficients are designated with a letter
corresponding to each frequency band (A for 0.3–4 Hz, B for
4–8 Hz, and C for 8–16 Hz) together with the coefficient number
and two other numbers in brackets representing the approximate
time window in millisecond (for example, A5 (450–580)).

3.4.3.2. Statistical analysis. For statistical analysis, the
selected wavelet coefficients (8 A-band, 8 B-band and 16 C-
band coefficients) for all sweeps of all subjects were saved in a
file and fed into the SPSS program. There were totally 2508
Target, 7651 Irrelevant, and 2552 Probe (1371 guilty+1181
innocent) single sweeps. To determine the most relevant time
frequency components differing between probes from guilty
subjects (G-probes) and probes from innocents (I-probes), the
wavelet coefficients of probe sweeps were subjected to inde-
pendent-sample t-test, with the subject type (Guilty/Innocent) as
grouping variable.

3.4.3.3. Classification. Coefficients of probe stimuli were
subjected to discriminant analysis. This method was used to
find a linear combination of coefficients provides the best
discrimination between G-probes and I-probes. Performance of
this algorithm was estimated using a leave-one-out jackknifing
method. For each subject, the probe sweeps of other subjects
with their real labels (G-probe/I-probe) were used as training
data, and then the trained classifier applied on the probe sweeps
of the given subject. Then the number of sweeps labeled as G-
probe were counted and saved as NG. NG is an index of guilt
for each subject. Similar to BAD and BCD, if the NG was
greater than a predefined threshold (Nth), a guilty decision was
made.

4. Results

4.1. Time domain analysis

In all descriptions of P300 to follow, only the results at site
Pz was noted, since Pz is the site where P300 is usually reported
to be maximal and since the analytic procedures (below) were
performed on Pz data only.

Fig. 2 below shows grand averages in guilty group for su-
perimposed probe, target and irrelevant responses. Also, Fig. 3
shows superimposed ERPs to P, T, and I items in the innocent
group. The responses were as predicted. As can be seen in the
figures, a large P300 was elicited by the target stimuli but not by
the irrelevant stimuli. The probes elicited a P300 when they
were relevant to subject's “crime”, i.e. in guilty condition. A
very small P300, if any, was elicited by probes when the subject
was “innocent”.



Fig. 3. Superimposed grand averaged P, T and I responses in innocent group.
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4.2. BAD method

Fig. 4(a) displays the ND_0 parameter as the output of BAD
method for all observed subjects. Solid circles belong to guilty
subjects and empty circles to innocents. It was expected that
solid circles would have large positive measures and in contrast
empty circles would have small measures. If this happened, a
suitable threshold could easily discriminate the groups. But in
real state, the groups have overlaps and each selected threshold
results in some misclassification. For better inspection of the
overlaps, histograms of these measures in two groups are drawn
in Fig. 4(b). Statistical analysis reveals that ND_0 is significantly
Fig. 4. BAD method: (a) ND_0 parameter for all subjects; (b) superimposed histogram
histograms of ND_0 measures in guilty and innocent groups.
greater in the guilty group (t=7.3, p<0.001). Also cumulative
histograms are displayed in Fig. 4(c). Histograms are drawn as
percents in total number of the corresponding group. The
cumulative histograms can be used to estimate the effect of
selected threshold on false/true detection rate. For example, a
threshold level at 50% results in detection 58% of guilty
subjects, but 17% of innocent subjects also detected as guilty.
Obviously, a lower threshold will raise the percent of guilty true
detection, but the certainty of the results will decrease and
further number of innocents will be wrongly detected as guilty.
If the importance of guilty detection and innocent detection are
equal, concerning to Fig. 4(c), the best threshold that can give
the best detection in the two groups, is near 40%. This threshold
results in 74% correct detection of total subjects.

4.3. BCD method

ND_0 parameters of subjects are drawn in Fig. 5(a) as the
output of BCD method. Solid circles belong to guilty subjects
and empty circles to innocents. Fig. 5(b) and (c) display the
histograms and cumulative histograms of these measures,
respectively. Statistical analysis shows that ND_0 is significantly
greater in the guilty group (t=8.4, p<0.001). The cumulative
histograms reveal the resulting detection rate for each selected
threshold. For example, a threshold level at 50% results in a
detection rate of 73% of the guilty subjects, but 15% of
innocents are detected as guilty. By assuming equal importance
for guilt and innocence detection, concerning Fig. 5(c), the best
s of ND_0 measures in guilty and innocent groups; (c) superimposed cumulative



Fig. 5. BCD method: (a) ND_0 parameter for all subjects; (b) superimposed histograms of ND_0 measures in guilty and innocent groups; (c) superimposed cumulative
histograms of ND_0 measures in guilty and innocent groups.

Fig. 6. Mean of 32 wavelet features for probe responses in guilty and innocent
groups.
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threshold that can give the best detection in all subjects is near
46%, which results in 80% correct detection of two groups.

4.4. Wavelet analysis

Averages of 32 defined features corresponding to probe stimuli
in all guilty and all innocent subjects are drawn in Fig. 6. This
diagram reveals the difference of each features' average in two
groups, But to determine the significance level of this difference,
the t-test was applied on data. Table 2 displays the t-values and
significance levels (p-values) measured for difference between
guilties' and innocents' corresponding coefficients. According to
these parameters, 13 of 32 defined features have significant differ-
ence between two groups (p-value<0.05). A most remarkable
group effect is obtained for the partially predominant fifth and
fourth A-band coefficients (A5 (500–625) and A4 (375–500)),
which were significantly larger for guilty subjects (Fig. 6 and
Table 2).

The features were then used in the design of the classifier and
in the analysis of the data as explained before. Fig. 7(a) displays
the NG parameter for all subjects. Solid circles belong to guilty
subjects and empty circles to innocents. Histograms and cumu-
lative histograms of these measures in two groups are drawn in
Fig. 7(b) and (c), respectively. Statistical analysis reveals that NG

is significantly greater in the guilty group (t=6.5, p<0.001).
Concerning Fig. 7(c), a threshold level at 50% results in 73% true
detection of guilties and 17% false detection of innocents. Also,
by assuming equal importance of guilt and innocence detection,
the best threshold that can give the best detection in all subjects is
near 49%, which results in 79% correct detection in both groups.

5. Discussion

P300-based GKT, as a new method for psychophysiological
detection of concealed information, was tested on innocent and
guilty subjects who were concealing information regarding a



Table 2
Results of comparing probe response between guilty and innocent group using
statistical t-test on wavelet features

Feature no. Feature name t-value p-value

1 A1 (0–125)⁎ 4.21 0.000
2 A2 (125–250)⁎ 5.72 0.000
3 A3 (250–375) −0.01 0.993
4 A4 (375–500)⁎ −11.63 0.000
5 A5 (500–625)⁎ −15.21 0.000
6 A6 (625–750)⁎ −5.16 0.000
7 A7 (750–875)⁎ 2.08 0.037
8 A8 (875–1000)⁎ 2.56 0.010
9 B1 (0–125) 0.59 0.555
10 B2 (125–250) 1.02 0.310
11 B3 (250–375) −1.42 0.155
12 B4 (375–500)⁎ 3.32 0.001
13 B5 (500–625) −0.12 0.905
14 B6 (625–750) 0.27 0.785
15 B7 (750–875) 1.07 0.287
16 B8 (875–1000)⁎ 2.08 0.038
17 C1 (0–62)⁎ 2.11 0.034
18 C2 (63–125)⁎ −3.43 0.001
19 C3 (125–187) 0.59 0.555
20 C4 (188–250) 0.75 0.456
21 C5 (250–312) 1.47 0.141
22 C6 (313–375)⁎ −2.12 0.034
23 C7 (375–437) 0.72 0.472
24 C8 (438–500) 0.93 0.350
25 C9 (500–562) −1.10 0.273
26 C10 (563–625) −1.12 0.261
27 C11 (625–687) 1.63 0.102
28 C12 (688–750) −1.91 0.056
29 C13 (750–812) −1.32 0.186
30 C14 (813–875) 1.26 0.208
31 C15 (875–937) 0.47 0.639
32 C16 (938–1000)⁎ 3.80 0.000

* p-value<0.05.
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mock crime committed as a part of experiment. The purpose of
this study was to evaluate the performance of this method in a
lab analogue and to compare three different classifying methods
for this approach. In our analysis, two predefined methods
(BAD and BCD) were implemented with some modifications,
and also a new approach based on a wavelet classifier was
designed and applied on the recorded data.

Figs. 2 and 3 indicate that P300 amplitude to probe stimuli in
guilty subjects, are larger than those in innocents, which is
consistent with our expectation and also with the previous
studies of GKT by P300 (Rosenfeld, 2002; Farwell and
Donchin, 1991; Allen et al., 1992).

In the wavelet analysis, the signals were first decomposed to
wavelet coefficients. These coefficients have more information
than simple characteristics such as amplitude and latency. All
information of a single trial is saved in its wavelet coefficients and
so the single trial can be reconstructed again from its wavelet
coefficients. This is not possible for characteristics such as am-
plitude and latency.

After wavelet decomposition, the features corresponding to
probe stimuli were compared between guilty and innocent
subjects, by statistical analysis. The most significant differences
in the fifth and fourth A-band coefficients (A5, A4), is in
accordance with the characteristics of P300. These coefficients
belong to the time domain of P300 component (Figs. 2 and 3)
and therefore this result is in accordance to our expectation that
probe stimuli result in larger P300 in guilty subjects than
innocents.

For comparison of the implemented methods, their Error-
plots (guilty detection error vs. innocent detection error for all
thresholds) are displayed in Fig. 8. The area under the curve is
roughly inversely proportional to the performance of the
method. These areas are 17%, 14% and 18% for BAD, BCD
and wavelet classifier, respectively. For the statistical compar-
ison of these areas, they were computed several times by the
bootstrap resampling of subjects and then the paired t-test was
applied on them. Table 3 displays the t-values and p-values
measured for the difference between each pair of methods.
According to this table, BCD performs slightly better than BAD
and the Wavelet classifier.

Error-plots also show that, for the minimum error rate in the
two groups, best detection rates are 74%, 80% and 79% for
BAD, BCD and wavelet classifier, respectively. These detection
rates were statistically compared using the McNemar's test. The
results of the test are displayed in Table 3 which shows that the
differences between the detection rates are statistically
insignificant.

However, the advantage of the wavelet classifier over BAD
and BCD is that it analyses the signals trial by trial. Therefore if
one trial fails, it will not affect the results of other trials in the
wavelet method, whereas in BAD and BCD, it can change nearly
all bootstrapping averages and thus the result of the test.
Moreover, the wavelet classifier can give an online output about
each single trial after recording, whereas BAD and BCDmethods
need to complete recording of all trials, bootstrapping the single
trials and then calculate the output index.Online analysis of single
trials helps the examiner in decision-making during the test and
also can be used in stimulus display software to dynamically
manage the test for better examination. For example, if during the
test, the recorded single trials reach certain results for decision-
making, the examiner or the software can terminate the test.
Conversely, if at the end of displaying all stimuli, the results are
not clear yet, the examiner or the software can continue displaying
the stimuli.

Besides that, the wavelet classifier method only depends on
the probe responses, therefore countermeasures which change
mainly the target or irrelevant responses, have less effect on this
method than BAD and BCD.

It must be noted that in predefined BAD method used by
Rosenfeld et al. (2004), the amplitude of probe responses only
compared with the irrelevant amplitudes. But, as noted before,
in this research we compare probes with both irrelevants and
targets. Using this modification, the accuracy of detection on
our recorded data was raised from 67% for predefined BAD to
74% for modified BAD.

In our BCD analysis, only the correlation coefficient of lag=0
was considered. However, it is conceivable that latencies of P300
evoked by targets are different from the ones evoked by probes
and irrelevants, because the subjects were asked to process targets
differently than other two types of stimuli. Thus it is possible to



Fig. 7. Wavelet classifier: (a) NG parameter for all subjects; (b) superimposed histograms of NG measures in guilty and innocent groups; (c) superimposed cumulative
histograms of NG measures in guilty and innocent groups.
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obtain better performances usingmaximum correlation in all lags,
instead of a correlation only at lag=0. This modification was
applied to the BCD method and the results were computed again.
The total accuracy of detection over all subjects was 80% and no
significant change could be seen in the performance after this
modification. It is possible that this modification, in addition to
our expected improvement, has improved probe–irrelevant
correlation more than probe–target correlation and thus leading
to some false negatives.
Fig. 8. Error-plots of the implemented methods.
The detection accuracies of applied methods are lower than
what some other groups have reported. However, it must be noted
that the implemented methods were applied on different datasets.
The obtained final accuracy depends on the subject type, used
protocol, and the processing algorithm. So, the processingmethods
can be compared fairly only when the subjects and protocols are
similar. Themain difference between this study and some previous
studies is the number of irrelevant questions used. There are three
irrelevant questions in this study, whereas previous studies used
typically four irrelevant questions (Rosenfeld et al., 2004; Farwell
and Donchin, 1991). Smaller number of irrelevant questions
increases the probe probability and thus decreases the amplitude of
P300 peak in probe question and thus the detection rate.

It should also be noted that like conventional polygraphy,
P300-based GKT is potentially vulnerable to countermeasures.
(Countermeasures are covert actions taken by the subjects so as
Table 3
Results of two statistical comparisons between the implemented methods

Compared methods Paired t-test (on the
area under error-plot
curve)

McNemar's test (on
the detection rate)

t-value p-value Z p-value

BAD – BCD 2.896 0.009 −1.04 0.15
BAD – Wavelet analysis −0.134 0.448 −0.83 0.203
BCD – Wavelet analysis \2.646 0.013 0.20 0.427



Fig. 9. Recursive implementation of the multiresolution decomposition and reconstruction. H and G are the low and high-pass filters, respectively, and H′ and G′ the
inverse filters used for the reconstruction. Downward arrows mean decimation by 2 and upward arrows upsampling.

319V. Abootalebi et al. / International Journal of Psychophysiology 62 (2006) 309–320
prevent detection by the GKT (Honts and Amato, 2002).) This
study did not focus on any specific countermeasure and the
subjects were permitted to use any covert action, providing that it
did not disarrange the totality of the test and was not observable to
the examiner. This matter is extensively investigated by some
researchers (Rosenfeld et al., 2004; Sasaki et al., 2001). The result
of such researches can help in the design of more reliable
paradigms for P300-based lie detection.
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Appendix A. Wavelet transform

Wavelet transform is defined as the convolution between the
signal x(t) and the wavelet function ψa,b(t)

WwX ða;bÞ ¼ xðtÞjwa;bðtÞ
� � ð1Þ

where ψa,b(t) are dilated (contracted) and shifted versions of a
unique wavelet function ψ(t)

wa;b tð Þ ¼ jaj−1=2w t−b
a

� �
ð2Þ

(a, b are the scale and translation parameters, respectively). The
wavelet transform gives a decomposition of x(t) in different
scales tending to be maximum at those scales and time locations
where the wavelet best resembles x(t). Moreover, Eq. (1) can be
inverted, thus giving the reconstruction of x(t).

The wavelet transform maps a signal of one independent
variable t onto a function of two independent variables a, b. This
procedure is redundant and not efficient for algorithm implementa-
tions. In consequence, it is more practical to define the wavelet
transform only at discrete scales a and discrete times b by choosing
the set of parameters {aj=2

−j; bjk=2
−jk}, with integers j, k.

Contracted versions of the wavelet function will match the
high frequency components of the original signal and on the other
hand, the dilated versions will match low frequency oscillations.
Then, by correlating the original signal with wavelet functions of
different sizes we can obtain the details of the signal at different
scales. These correlations with the different wavelet functions can
be arranged in a hierarchical scheme called multiresolution
decomposition (Mallat, 1999). The multiresolution decomposi-
tion separates the signal into ‘details’ at different scales, the
remaining part being a coarser representation of the signal called
‘approximation’. Moreover, it was shown (Mallat, 1999) that each
detail (Dj) and approximation signal (Aj) could be obtained from
the previous approximation Aj−1 via a convolution with high-pass
and low-pass filters, respectively (see Fig. 9).
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